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Network monitoring features
7UDɝFPRQLWRULQJ
6XSSRUWVΖ3YDQGΖ3Y
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Through sFlow, NetFlow or JFlow method.
Supports IP versions IPv4 and IPv6.

7UDɝFLQIRUPDWLRQGHWDLO

The information shows a history with a minimum
granularity of one minute and a history of several
years. The graphics zoom in and keep the highest
level of detail.

&RPPXQLFDWLRQOLQN
SHUIRUPDQFH

Monitoring network interfaces, bandwidth,
consumption, maximum occupancy, availability,
errors, discards, packet losses, real speed, etc.

0DSDQGQHWZRUN
GLDJUDPFUHDWLRQ

Presentations in active network diagrams. These
network diagrams will be updated automatically
with the new network nodes, identifying new
elements.

'LVFRYHUHGHTXLSPHQW
IHDWXUHV

%UDQG PRGHO DQG ȴUPZDUH DUH DXWRPDWLFDOO\
VSHFLȴHG

(TXLSPHQWXVDJH

CPU, memory, disk and communication equipment
EXHUXVDJH

&RPSDWLELOLW\
ZLWK6103

Compatibility with the SNMP and ICMP standard
for obtaining information from devices, for versions
1, 2, 2c and 3.

8VHRISK\VLFDODQGORJLFDO
SRUWV

Open and in-use physical and logical ports are
shown for routers and switches.

/RJDQGHYHQWFROOHFWLRQ

Log collection parallel to monitoring. No
megabyte limit. Log collection via syslog (remote)
and local agents (Linux and Windows).

5HODWLRQVKLSEHWZHHQQHWZRUNGHYLFHVDWQHWZRUN
DQGOLQNOHYHO

If the information is available, Pandora FMS is able
to show the relationships at network level and
WKH OLQN OHYHO EHWZHHQ WKH GLHUHQW SRUWV RI WKH
routers / switches and the connected equipment.
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'HWHFWLRQRIDFWLYHGHYLFHV
WRPRQLWRU

Scans and generates monitoring information
of physical and virtual equipment, servers,
ZRUNVWDWLRQV URXWHUV VZLWFKHV ȴUHZDOOV EDQGwidth administrators, load balancers, access
point and printers.

$SSOLFDWLRQVHUYHU
SHUIRUPDQFH

9HULȴHV2$6-%RVV7RPFDW:HE6SKHUH*ODVV)LVK
services and equivalents.

5HPRWHFRQQHFWLRQWR
QHWZRUNHTXLSPHQW

$OORZV UHPRWH FRQQHFWLRQ WR FRPPXQLFDWLRQV
equipment centrally in the solution itself,
through SSH or Telnet.

'LVWULEXWLRQRI
LQWHUPHGLDWHSUREHVIRU
LQIRUPDWLRQFROOHFWLRQ

$OORZVWKHXVHRILQWHUPHGLDWHSUREHVWREHDEOH
to monitor the network in a distributed way.

3RVVLELOLW\RIKLJK
IUHTXHQF\SROOLQJ

Rates network monitoring times at intervals of
PLQLPXPIUHTXHQF\XSWRȴYHVHFRQGV

&XVWRPUHPRWHTXHULHV

$OORZVWKHWRRODGPLQLVWUDWRUWRGHȴQHWKHLURZQ
complex (multi-step) remote checks based on
dialogue / response over a TCP port.

6HOILQFUHDVHRIWHVWUHWULHV
LQFDVHRIIDLOXUH

Increases checking attempts intervals in case of
failure.

6FKHGXOHG
PRQLWRULQJ

6FKHGXOHVFKHFNXSVRQVSHFLȴFGDWHVDQGWLPHV

:0ΖUHPRWHTXHULHV

Checks Windows computers remotely, using a
WMI interface to add your own WML statements.

66+5HPRWH4XHULHV

Queries Linux and Unix computers remotely,
using remote commands on SSH.

6103WUDSUHFHLYLQJ

Collects traps and alert assignments to these
values. Collects numerical and / or alphanumeric
values to enrich the alerts with data obtained
from traps: critical system temperature, name of
WKH GRZQ LQWHUIDFH ȴOHV\VWHP DOHUW FULWLFDOVWDWH
memory / CPU, etc.
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3DFNHWORVV

5HDOWLPHJHRJUDSKLF
PDSV *Ζ6

Monitors network interface packet loss.

6KRZ WKH H[DFW SRVLWLRQ RI HDFK GHYLFH *36 
and, if it is updated, that movement is shown
on the map. You can save a movement history
of each element and see it on the map.

Integrated reports
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%$0PRQLWRULQJ

Monitors business processes in real time in a
single console (dashboard).

5HSRUWV

Report scheduling allows filtering information in time periods, reporting equipment
failures (falls), warnings, displaying descriptive
problem statistics and simple or combined
graphs (multiseries).

6/$5HSRUWV

'DLO\ ZHHNO\ DQG PRQWKO\ 6/$ UHSRUWV LQ
addition to global reports (by time periods).

$YDLODELOLW\UHSRUWV

Indicate, in a given period, the total number
of tests performed, the success and failure
percentages in that time for each test performed.

7RS1W\SHFXVWRP
UHSRUWV

7KH RSHUDWRU FDQ GHȴQH D VHW RI GDWD WKDW WKH
DSSOLFDWLRQVKRZVDFFRUGLQJWRDSSOLHGȴOWHUV

3ODQQHGVWRSVDQG
H[FOXVLRQ

Excludes from all types of reports the periods
GHȴQHGDVPDLQWHQDQFHZLQGRZV

5HSRUWWHPSODWHV

End users can easily create reports from
templates defined by the administrator.

6HQGLQJVFKHGXOHG
UHSRUWV

7KH DGPLQLVWUDWRU FDQ GHȴQH UHSRUW VFKHGXOHG
sending by email (in PDF).
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*UDSKLFYLHZV

They allow the operator to create their own
graphic panels where to include monitoring
data: graphics, status icons and real-time values.
These screens can relate to each other.

5HDOWLPHGDWD

*UDSKV DQG UHSRUWV VKRZ UHDOWLPH GDWD DW DOO
times, not pre-calculated data.

ΖQIRUPDWLRQ
DYDLODELOLW\

Pandora FMS is managed in real time from a
web application for modern standard browsers
(Edge, Firefox, Safari, Chrome).

ΖQIRUPDWLRQ
GLVSOD\

Information is presented centrally in a single
interface, using graphics, screens, dashboards
DQGLQIRUPDWLRQOLVWVLQGLHUHQWYLHZV

Alert System
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$ODUPJHQHUDWLRQ
DQGVHQGLQJ

$ODUP JHQHUDWLRQ DQG VHQGLQJ DUH DYDLODEOH DV
on-screen alerts and allow immediate sending by
text message to mobile phones or email.

$ODUPȴOWHULQJ
DQGVFDOLQJ

Filters the alarm sending by maximum number
of repetitions, minimum number of repetitions
and consecutive failure concurrency.

(YHQWDXWRYDOLGDWLRQ

Recovered events will allow auto-validation when
the problem that triggered them is solved.

0DQXDOFRUUHFWLYH
DFWLRQV

$OORZV SHUIRUPLQJ PDQXDO DFWLRQV RQ WKH
events using the information available to
launch diagnostic tools, open incidents, add
notes or leave the event in work mode.

$ODUPFRUUHODWLRQ

(VWDEOLVKHV VHWV RI ORJLFDO UXOHV $1' 25 127 
WKDWDOORZWRUHȴQHDODUPVEDVHGRQWKHHYHQWV
collected in the monitored systems.
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3URJUDPPDEOHDODUP
VHQGLQJIRUPDW

$ODUPVHQGLQJLVXVHUGHȴQDEOHVRWKDWLWFDQEH
integrated with new platforms, such as Telegram,
YLD$3Ζ5HVW

6RXQGZDUQLQJFRQVROH

$OORZV DXGLEOH PHVVDJHV WR EH UHFHLYHG E\ DQ
RSHUDWRUEDVHGRQȴOWHUVE\RULJLQDQGVHYHULW\
This system is complementary to the others

0RELOHDSSOLFDWLRQIRU
UHFHLYLQJPHVVDJHV

Enables notice reception and their real-time
FKHFNLQJIRU$QGURLGDQGL26

Transactional WEB monitoring
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$SSOLFDWLRQDQGZHE
VHUYHUVRIWZDUH

Scan and generate information on Java application
2$62UDFOH -%RVV5HGKDW :HE/RJLF  ΖΖ6 ZHE
VHUYHUVDQG$SDFKHPRQLWRULQJ

7UDQVDFWLRQDOPRQLWRULQJ
DQGXVHUH[SHULHQFH

9HULȴHVWKHSURSHURSHUDWLRQRIHDFKVWHSRIDQ
application from the user’s point of view, being
able to replicate each one, measuring success
and total time.

$FFHVVYLD
DXWKHQWLFDWLRQ

Checks application availability through user
login and password.

$SSOLFDWLRQWUDFHDELOLW\

Checks the availability of a request in the
application following a navigation flow (trace);
each independent request is monitored individually, in addition to the entire transaction.

$SSOLFDWLRQDYDLODELOLW\

Scans application services to evaluate operation
by URL and IP.

7UDQVDFWLRQWLPH
EUHDNGRZQ

Breaks down in time periods each of the key
WUDQVDFWLRQ VWHSV VHUYHU FRQQHFWLRQ WLPH ȴUVW
iteration response time, application downloading
time, etc).
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1DYLJDWLRQZLWK
GLVWULEXWHGSUREHV

Remote web application monitoring is possible
IURPGLHUHQWJHRJUDSKLFDOO\GLVWULEXWHGSRLQWV
synchronized by a central manager.

6FUHHQVKRWV

Makes screenshots to use them as informs in
case of failure and thus to analyze the problem as
it looks like for a real user.

Database monitoring
&RPPHUFLDOUHODWLRQDO
GDWDEDVHHQJLQHV
VXSSRUWHG

Supports Oracle, Sybase, Informix, DB2, Microsoft
SQL Server, MySQL and PostgreSQL.

&RPPHUFLDO1R64/GDWDEDVH
HQJLQHVVXSSRUWHG

Supports MongoDB, RavenDB, HBase and
Cassandra engines.

6WRUDJHV\VWHP
PRQLWRULQJ

Hard disk physical storage, disk groups, tablespace
GDWDȴOHV

$YDLODELOLW\

Reports availability by opening and closing a
connection and services at operating system level.

7UDQVDFWLRQV

Reports database locks, number of open
sessions, number of open cursors.

/RJUHODWLRQRIHYHQWVDQG
ZDUQLQJ

Logs errors, warnings, user and session status,
checks replication processes; updates data outside
DSSOLFDWLRQVJHQHUDWHVDQGYHULȴHVEDFNXSV

&38XVDJH

Identify the database usage percentage on the
server that contains it.

&DFKHXVDJH
7RWDOQXPEHURIFRQQHFWLRQV
DQGWKHLUVWDWXV
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Shows cache usage by the database.

Shows connection real-time movement.
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-REIDLOXUHV

Reports any errors in job execution.

)UDJPHQWDWLRQ

ΖGHQWLȴHVIUDJPHQWDWLRQOHYHOLQGDWDVWRUHV

%DFNXSHUURUV

*HQHUDWHVPDQXDODQGSURJUDPPHGDODUPVIRU
failures in backup.

&XVWRP64/TXHULHV

Monitors the result of custom SQL (or equivalent)
queries.

Monitoring Servers and Equipment
$JHQWV

It has the local and remote agent feature, so that
the equipment can be monitored in both ways, as
appropriate.

5HPRWHDJHQW
LQVWDOODWLRQ

$OORZV GLVWULEXWLQJ DQG LQVWDOOLQJ DJHQWV
unattended from the administration console;
Windows and Linux systems.

$XWRPDWLFDJHQW
SURYLVLRQ

$JHQWV DUH FRQȴJXUHG ZKHQ FRQWDFWLQJ IRU WKH
ȴUVW WLPH WKH FHQWUDO VHUYHU DQG D FRQȴJXUDWLRQ
determined by a set of rules is applied.

6XSSRUWWRGLHUHQW
SODWIRUPV

In 32-bit and 64-bit architectures, information
is obtained from Windows, Linux and Unix
RSHUDWLQJ V\VWHPV 6RODULV +38; $Ζ;  0DF
OS X and BSD systems.

6HUYHUKDUGZDUH
RSHUDWLRQ

&385$0SK\VLFDOPHPRU\YLUWXDOPHPRU\FDche and paging are monitored. Open processes,
zombies, swap, access to the environment, etc.

2SHUDWLRQ
ΖQIRUPDWLRQ
6WRUDJH
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Fans and internal temperature.
$YDLODELOLW\ DYDLODEOH VSDFH SHU SDUWLWLRQ DQG
mounting points.
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1HZVWRUDJHV\VWHPKRW
GHWHFWLRQ
1HWZRUNFDUG

$YDLODELOLW\DQGFKDUJLQJE\QHWZRUNFDUG

2SHUDWLQJ6\VWHP
DQGJHQHUDOFRQȴJXUDWLRQ

Describes operating systems and equipment
FRQȴJXUDWLRQ

&RQGLWLRQDOPRQLWRULQJ

$OORZV PRQLWRULQJ EDVHG RQ ZKHWKHU FHUWDLQ
criteria are met, evaluating it in each execution.

/RFDOFRUUHFWLYH
DFWLRQV

They run on agents, based on a given condition

6FUHHQ
PRQLWRULQJ

$OORZV WDNLQJ ȊVFUHHQVKRWVȋ RI WKH RXWSXW RI
certain commands

6HUYLFHDQG3URFHVV
:DWFKGRJ

$OORZV UHVWDUW LQ FDVH RI IDLOXUH DQG PRQLWRUV LW
automatically (Windows).

8VHRILQWHUPHGLDWH
SUR[LHVWRVHQG
LQIRUPDWLRQ

If agents cannot contact the central server.

/RFDOGDWDFROOHFWLRQLQ
FDVHRIGLVFRQQHFWLRQ
([HFXWLRQRIDJHQWVZLWK
XVHUVZLWKRXWSULYLOHJHV
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Monitoring new mounting points automatically.

The information will be stored locally if the
network falls down, so that, when it can connect again with the central server, it sends the
information for that period.
So that they cannot access inside information.

&OXVWHUPRQLWRULQJ

Valid for any manufacturer and any cluster
PRGHO$3RU$$DQGDOVRIRUDSSOLFDWLRQRU
network clusters.

5HPRWH$JHQW
&RQȴJXUDWLRQ

ΖQGLYLGXDOO\ RU FROOHFWLYHO\ IRU FRQȴJXUDWLRQ EXON
changes.

9LUWXDOHQYLURQPHQWV

VMware, HypeErV, HPVM, RHEL VM, Nutanix,
2SHQ1HEXODΖ%0+0&/3$5.90DQG;HQ6HUYHU
monitoring.
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Environment monitoring
836

Compatibility with the main manufacturers.

$LUFRQGLWLRQLQJ

History of use and air conditioning sensors,
generation of reports and alarms.

$FFHVVFRQWURO

Historical of access control to the computer
center, generation of reports and alarms.

ΖR76HQVRUV

3RVVLELOLW\RILQWHJUDWLRQZLWKGLHUHQWΖR7V\VWHPV
WKURXJKGLUHFWFRQQHFWLRQ 6103 RU5HVW$3Ζ

Inventory
2EWDLQLQJWKHLQYHQWRU\

Inventory is obtained both by remote network
probes or agents.

ΖQYHQWRU\V\VWHPV

Network equipment (routers,switches), as well
as Linux or Windows servers.

1HWZRUNHTXLSPHQW
UHPRWHFRQȴJXUDWLRQ

3HULRGLFDOO\ FROOHFWV UHPRWH FRQȴJXUDWLRQV RI
QHWZRUN HTXLSPHQW DQG VWRUHV WKHLU GLHUHQW
versions over time

'HWHFWLRQRILQYHQWRU\
FKDQJHV

$OORZVWKHRSHUDWRUWREHQRWLȴHGLQFDVHRIGHWHFWLQJ
changes from one inventory review to another.

'LVSOD\RIHTXLSPHQW
FRQȴJXUDWLRQ
GLHUHQFHV

9LVXDOO\GLVSOD\VFRQȴJXUDWLRQFKDQJHVRQUHPRWH FRPSXWHUV IURP ZKLFK \RXU FRQȴJXUDWLRQ LV
collected as part of the inventory.

&38
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Collects information about CPUs.

9ΖGHR

Collects information about PC-installed video
cards.

+DUGGULYHV

Collects information about computer-installed
hard drives.

pandorafms.com

3DUWLWLRQV

Collects information about each of the partitions
on each computer.

1Ζ&

Collects information about installed network
cards and drivers.

3DWFKHV

Collects information about computer-installed
patches.

6RIWZDUH

Collects information about computer-installed
software.

3URFHVVHV

Collects information
processes.

computer-running

RAM

Collects information about computer-installed
memory modules.

8VHUV

Collects the number of administrator users or
guests on each computer.

IP addressing management
$XWRPDWLF
GLVFRYHU\

The tool has IP detection in a subnet, checking
the response of each IP, resolving hostname and
operating system.

Ζ3$GPLQLVWUDWLRQ
Ζ3$0

7KHWRROFDQFRQȴJXUHHQDEOHDQGGLVDEOHHDFK
IP manually, add events in the IP, comments for
each IP, reserve IPs and monitor dynamically
the use of network IPs by network, subnet and
supernet.

&XVWRPL]LQJ
Ζ3YLHZV
ΖQWHJUDWHGΖ3ZLWK
0LFURVRIW'+&36HUYHU
PDQDJHPHQW
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7KHWRROFDQȴOWHUDQGYLHZGLHUHQWΖ3JURXSV
7KH Ζ3$0 V\VWHP FDQ EH LQWHJUDWHG ZLWK WKH
Microsoft server through local real-time data
collection to refresh and update the status of
IPs, including your reservation, lease and each IP
lease time.

pandorafms.com

6XEQHWFDOFXODWRU
FRPSDWLEOHZLWK
Ζ3YDQGΖ39

It allows the following data: network (address
and bit mask), network mask, network wildcard,
QHWZRUN DGGUHVV EURDGFDVW DGGUHVV ȴUVW YDOLG
IP, last valid IP and network IP number.

Remote control
&RPSXWHU5HPRWH
'HVNWRS

Integrated into the software, without calling a
third tool. Integrated in the interface. Compatible
with Windows, Linux and Mac systems.

5HPRWHVKHOO

Integrated in the tool Interactive access by shell
to Linux and Windows computers.

&RS\RI
ELGLUHFWLRQDOȴOHV

Integrated in the main console of the tool, it
DOORZVWKHXVHUWRDFFHVVWKHUHPRWHȴOHV\VWHP
WRGRZQORDGGHOHWHDQGXSORDGȴOHVIURPWKH3&

3URFHVVDQGVHUYLFH
FRQWURO

$OORZV VWDUWLQJ VWRSSLQJ DQG UHVWDUWLQJ UHPRWH
processes and services of the managed machine.

Issue manage ment
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&UHDWLQJPDQXDOWLFNHWV
IURPDQHYHQW
RUDOHUW

Creates an issue associated with an event on an
active problem to closely monitor the issue.

&UHDWLRQ8SGDWHRI
DXWRPDWLFWLFNHWV

Creates tickets as an automatic response to a
problem detected by monitoring.

&XVWRPZRUN
ZRUNȵRZ

'HȴQHVDOLIHF\FOHIRUHDFKWLFNHWEDVHGRQWKH
creator, dates, criticality, work group, etc. This
OLIH F\FOH LQFRUSRUDWHV ȵRZ FKDQJH QRWLȴFDWLRQV
by email, automatic scaling and issue closure
validation through external users.
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Training and support

2ɝFLDOWUDLQLQJ

Training in a standard way technicians on minimum
indicated bases. Said training includes all usage
levels and tool implementation.

2ɝFLDOFHUWLȴFDWLRQV

$FFUHGLWDWLRQE\PHDQVRIDQRɝFLDOFHUWLȴFDWLRQ
certifying the knowledge of the technicians.

2QOLQHWUDLQLQJSODWIRUP

To make training easier, it has an online eLearning
SODWIRUPWROHDUQDERXWWKHWRRODQGFHUWLȴFDWLRQV

3HUPLVVLRQV\VWHPDQGSURȴOHV
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0XOWLWHQDQW

With the same solution you can give service to
GLHUHQWFOLHQWVRUJURXSVZLWKRXWVHHLQJHDFKRWKHU

3URȴOLQJV\VWHP
DFFRUGLQJWRJURXSV
DQGDFFHVVHV

'LHUHQWXVHUVRIWKHVDPHJURXSFDQSHUIRUP
GLHUHQWIXQFWLRQV

ΖQWHUQDODXGLW

ΖWUHȵHFWVZKDWRSHUDWLRQVHDFKXVHUKDVSHUIRUPHG
and when, including failed access attempts.

3DVVZRUG3ROLF\

$OORZVIRUFLQJDSROLF\RISDVVZRUGFKDQJHZLWK
passwords of minimum length, special characters
and history of old passwords.

3DVVZRUG5HFRYHU\
6\VWHP

$VROXWLRQLVSURYLGHGVRWKDWWKHXVHUFDQUHFRYHU
a forgotten password.

$XWKHQWLFDWLRQ

ΖWKDVLWVRZQV\VWHPRIXVHUVSURȴOHVDQGUROHV
DQGVXSSRUWV$FWLYH'LUHFWRU\/'$3DQG6$0/

'XDODXWKHQWLFDWLRQ
V\VWHP

9LD*RRJOH$XWKRUHTXLYDOHQWXVHVDPRELOHRU
external hardware device to perform a double
authentication to enter the system.
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Architecture
3UREOHPVFDOLQJV\VWHP
DQGURRWFDXVH
DQDO\VLV

$OORZV DQDO\]LQJ WKH LQIRUPDWLRQ EDVHG RQ WKH
service as a whole, by grouping information. This
makes the analysis of the problem root cause
easier.

$XWRPDWLFSURYLVLRQLQJ
V\VWHP

Distributes the load in case of new node
registrations on the corresponding servers, or
by load or custom rules.

/RQJWHUPGDWD
VWRUDJH

It is able to keep all data history at full resolution
for at least three years.

&RPPXQLFDWLRQYLD
VWDQGDUGSRUWV

&RPPXQLFDWLRQEHWZHHQWKHGLHUHQWFRPSRQHQWV
RIWKHDUFKLWHFWXUHLVGRQHWKURXJKRɝFLDOSRUWV
OLVWHGE\WKHΖ$1$

ΖVRODWHGHQYLURQPHQW
PRQLWRULQJ

$V\VWHPLVSURYLGHGE\ZKLFKDQLVRODWHGQHWZRUN
can be monitored through a component that
does not have direct connectivity to the central
monitoring infrastructure.

%DFNXS

3ROLFLHV
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Includes an integrated backup system
Creates monitoring, correlation and inventory
policies. These policies can be applied by
VSHFLȴFJURXSVRUXVHUVVRWKDWVLPLODUPDFKLQH
sets can be managed easily, quickly and evenly.

6LQJOHFRQVROH

$ VLQJOH FRQVROH LV DYDLODEOH UHJDUGOHVV RI WKH
ȴQDO VFDOLQJ RI WKH LPSOHPHQWDWLRQ 7KH VDPH
user will work for all the tool features (network,
applications, logs, reports) without logging in to
GLHUHQWVFUHHQV

+RUL]RQWDOVFDODELOLW\

There is an unlimited chance of growth by
adding new servers.

+LJKDYDLODELOLW\

+$ LV LQWHJUDWHG LQ WKH VROXWLRQ $OO V\VWHP
components support high availability without
requiring external elements.

pandorafms.com
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'LVWULEXWHGHOHPHQWV

$OORZVHDFKHOHPHQWRIWKHDUFKLWHFWXUHWREHLQ
SK\VLFDOORFDWLRQV GLHUHQWVHUYHUV 

$3Ζ&/Ζ

3URYLGHV 5(67 $3Ζ DQG FRPPDQG OLQH WRROV WR
manage the solution.

2SHQ64/'DWDEDVH

The data model of the entire platform is open
and documented, in order to use external
queries to retrieve data.

5HEUDQGLQJ

$OORZV WRWDO SURGXFW UHEUDQGLQJ KLGLQJ WKH
name of the manufacturer, the name of the
product and changing colors and icons by the
administrator.

/LFHQVLQJ

It is licensed based on the total number of devices,
regardless of the total number of metrics collected
on each device.
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