
BRING YOUR OWN DEVICE:
The good, the bad and the ugly
Best practices to help your organization

The term ‘BYOB’ first appeared in the early 1920’s. At the time, it meant ‘bring your own bottle’ 
and was mostly used when inviting people to parties to politely request that guests bring their 
own drinks along with them. A whole century later, it seems that this idea has carried over into the 
workplace, but in this case, it doesn’t of course refer to drinks, but rather, devices. 

Today, when most of us own a plethora of digital devices, the term BYOD or ‘bring your own device’ 
is becoming increasingly popular. As a result, many organizations in a bid to stay current and 
attractive to employees (it’s an employee’s market right now), have put company policies in place 
that allow employees, partners, and contractors to use their personal devices for work purposes.

However, a BYOD policy brings with it a host of advantages and disadvantages. It would be 
completely fair to say, that without proper risk mitigation, the potential perils of BYOD far outweigh 
the benefits, and what would seem initially like an innovative money saving idea (among other 
things), could in fact, cost the organization its funds, its reputation and ultimately, its clients.   

IT departments wishing to support the BYOD trend need to clearly understand how to carry out 
BOYD policies safely and securely in order to reap its benefits, mitigate its risks, and successfully 
join the proverbial party.

So, what exactly does BOYD mean for the organization and the user? BYOD essentially means bring 
your own laptop, tablet, or smartphone.  

Sound good for OPEX? 
It is. 

However, several things must be considered first. It’s a given that these devices will inevitably travel 
freely between the office and any other location frequented by the user.  Today, you’ll find employees 
working from a variety of impromptu locations. Among them, the home, the coffee shop, the beach, 
the airline departure lounge, the doctors waiting room, even, the kids football game. 
We’ve all been there. We’ve all done it. 

It’s also worth noting that the BYOD trend has evolved organically, without explicit IT authorization. 
Millennials and generation Z in particular, (those born between 1981 and 1996, and 1997 onwards, 
respectively) expect to be able to work using any device, wherever, and whenever they want, at any 



hour of the day, in any number of unconventional locations. 

In this article we’ll take a close look at all the implications of BYOD, both good and bad. 

Let’s start with the good:

The upside
OPEX

With BYOD, employers save the cost of purchasing company-owned devices such as laptops, tablets, 
and smartphones.  They also dramatically reduce the expenses of IT administration ordinarily 
needed for tasks such as installing updates and deploying antivirus software. 

Convenience & familiarity

Additionally, users are far more comfortable and familiar with their personal devices making the 
learning curve for new devices obsolete. BYOD fosters flexibility, which in turn, increases company 
morale and productivity and of course, enabling users to travel with a single device, instead of 
carrying both a personal and company one. 

Productivity 

Most importantly for employers, untold, unofficial additional hours of work are intrinsically gained 
per month, as employees multitask both personal and business tasks. Conversely, BYOD can also 
help employees achieve a harmonious balance between their personal and professional lives.

So now that we’ve covered the good, let’s take a peek at the bad and sometimes…
ugly:

 The downside 

Permission issues

Device owners are typically granted overly broad permissions to connect to their company’s 
internal networks, back-end applications, and sensitive business data. You can only imagine the 
unnecessary complications this can lead to…

Vulnerabilities

BYOD can cause security issues such as data leaks, malware problems, and vulnerability exposure 
because of inadequate device management.

Not up to date antivirus software

Personal devices might lack up-to-date antivirus software. This can expose a personal device to 
malware and cause the business to suffer a damaging cyberattack.

Inability to wipe

The ability to ‘wipe’ a hard drive might not be available for some personal devices. A stolen laptop 
holding data that exposes personally identifiable information can lead to a large company fine.



Data leaks

A company’s sensitive information and the user’s personal data may not be properly separated. 
This intermingling of files can lead to a data leak. Confidential information can fall into the wrong 
hands if your employee’s device is lost or stolen. 

Compliance breaches

BYOD increases the likelihood that employees will share confidential information with someone 
outside the corporate network. This can make regulatory compliance harder to enforce.

Hacking

Depending on the device and user’s attention to company security rules, the user might send and 
receive sensitive data over an unsecured Wi-Fi network and as a result get hacked.

Exposure to dangerous apps

The personnel in a BYOD workforce might install on their personal devices inconsistent, in 
appropriate and incompatible apps, opening the organization up to a host of varying compromises. 

Privacy Issues
Companies are required to protect various categories of sensitive business information, including:

Today, there are numerous laws, regulations, and standards governing the proper safeguarding of 
private information. Breaches of the applicable privacy rules can lead to severe penalties.  Companies 
must also manage what occurs with company data when an employee leaves the company. It must 
be able to remove confidential business information from an employee’s device without deleting 
the employee’s personal files.

BYOD privacy from the employee’s perspective includes concerns about the company accessing 
private health records, photos, emails, SMS messages and GPS location data.

And the list goes on…
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Compliance Requirements
Law and order

Certain business sectors, such as the financial and healthcare industries, have strict laws about how 
information is stored, accessed, used, and distributed. A company’s legal responsibilities extend to 
the personal devices they allow for work. An organization’s legal standing and reputation can be 
damaged if a security breach through an employee’s device leads to a leak of crucial information 
about your customers or business partners. 

Legal penalties

A breach could mean incurring legal penalties from multiple authorities if they rule that your 
business didn’t take enough precautions for keeping personal devices secure.

The following are a sampling of relevant security and privacy laws that may be applicable in a BYOD 
environment:

Security Breach Notification Laws
Specific laws such as the Breach Notification Rule under the Health Information Portability and 
Accountability Act (HIPAA).

Data Security Laws
Sector-specific laws such as the Gramm Leach Bliley Act (GLBA) which apply to financial 
institutions, as well as the HIPAA Security Rule.  

Legal Procedure
Laws relating to a law enforcement department’s authority to access data on a personal device.

Data Retention and Deletion
Data retention regulations that an employee does not know about or chooses to ignore.

Obligations if a personal device is lost or stolen
An employee who loses a device or has it stolen can expose the employer to fines and lawsuits 
if the employee did not follow security protocols.

So, it’s clear that with lower OPEX and convenience…comes risk.  A lot of risk. 
Up until this point, we’ve covered employees. But what about contractors and partners?

Contractors & partners
Contractors and partners often have a temporary relationship with their employer. In many, if not 
most cases, they use their own laptops, tablets, and smartphones to connect to company back-end 
services. These devices are not vetted by the employer, the risks of which are many. Among them:
Basic security risks

Contractors may have unpatched, non-up-to-date operating systems, substandard antivirus 
protection, or even worse, be infected with malware waiting to traverse from the device to the 
network. Additionally, if their devices already have a VPN installed, it is likely to be inconsistent or 
incompatible with the company’s IT environment and applications.



Today’s CISOs, CTOs, IT administrators and other security personnel wishing to support the BYOD 
trend without potentially compromising their network need to put relevant security measures in 
place. 

In order to help organizations implement BYOD successfully, we’ve put together a best practices 
list to help your company implement a BYOD environment that enables end users to work securely 
with their personal devices.

1. Create A Company BYOD Policy

Your company’s BYOD policy is a contract between the company, its employees, contractors and 
partners. It establishes guidelines for use of personal devices for work usage. The BYOD policy 
should be created as a collaborative task among relevant departments including IT, legal, and HR. 

An important step for a BYOD environment is to educate users on rules for participating in BYOD. 
All users who want to connect a personal device to the company’s network should read, agree, and 
sign off on the company’s written BYOD Policy.
A Typical BYOD Policy

Below is a generic template you can use to create your company’s BYOD policy. All policies should 
be customized according to the individual requirements of your organization. Ask the following 
questions:

Who is authorized to use the device? Family, friends?
What types of devices can be used? Windows, Linux?
What are restrictions on the personal use of the device? Watch videos?
Who owns what type of information stored on the device?
Is network access implemented by a VPN or Safe-T Secure Data Access?
Is there any IT support from the company for the device? A lot, some, none?
Which applications can be used? List of authorized applications? 
Which applications cannot be used? Selected social media?
Who pays for the device? Is there reimbursement or a shared cost?
Who updates the device with the latest OS and patches? User or IT dept?
What antivirus software must be installed? Is the A/V brand and version selected by the company?
Who pays for the antivirus software?
Can the company ‘wipe’ the data from a lost, or stolen device, or if a user is terminated?
Can a hard drive wipe be implemented without notice to the employee/contractor/partner?
Are strong passwords required?
Is multi-factor authentication required? 
Are screen locks required?
Are rooted devices allowed?



2. Purchase a license for an EMM/MDM suite

EMM describes a solution, or a suite of products, sold by various vendors that encompass distribution 
and management by businesses of mobile devices including laptops, tablets, and mobile phones.
A component of EMM is mobile device management (MDM) which focuses on control and security 
of individual devices. MDM helps to safeguard data privacy and prevent security breaches.

3. Enroll personal devices using the MDM console

An MDM solution simplifies device management and configuration, initiates enrollment requests, 
and distributes authorized apps. MDM can manage the entire lifecycle of mobile devices used in 
the workplace.

Mobile device enrollment is the first phase of enterprise mobility management. The device is 
configured to communicate with the MDM. The enrollment process verifies that only authorized 
devices can be managed by your organization. No user device can access corporate assets without 
first enrolling in the company’s device identification and security policies. In case of device loss 
or theft, an MDM can enable an IT administrator to remotely ‘wipe’ a device to ensure sensitive 
information is not exposed to the public.

4. Implement a software-defined perimeter (SDP) / Zero Trust network (ZTNA) to prevent   
     VPN challenges

There are a substantial number of problems setting up and using a VPN on a personal device. 
Allowing a BYOD policy means trusting that personal devices are safe. Your organization must be 
satisfied, or verify using IT resources, that each personal device has ZERO malware installed on 
it. If a software-based VPN is used to connect a device to the network and that device is infected 
with malware, it can jump through the VPN to the corporate network. The user, without the help 
of IT may misconfigure or misuse the VPN, which could result in potential attacks on the corporate 
network.

SDP/ZTNA for BYOD
SDP/ZTNA provides users a secure connection to back-end applications in two ways:
1) Without placing the user on the network, and 2) Without exposing back-end applications to the 
internet.

A ZTNA solution implements a security model that focuses on not trusting any users inside or 
external to an organization. ZTNA denies trust by default and incrementally opens access to users 
while continuously evaluating risk. Access is granted on a “need-to-know” least-privileged basis 
defined by granular policies.
Here’s how:

Least-Privilege Access
This form of access control grants users access only to business applications and resources 
individual users require to perform their authorized tasks.



Micro-segmentation
Separates security perimeters into small zones governed by separate access rules. This network 
topology helps keep data secure by reducing the size of a system’s attack surface by dividing the 
network into multiple segments with each zone requiring separate access rules. 

Monitoring and Validation
ZTNA models works to continuously monitor, control, and audit user activities in real-time. If 
suspicious activities occur, the organization is alerted and can deny further access.

5. Create users for the SDP/ZNTA authentication solution

Your organization may want all users accessing the back-end network to use SDP authentication. 
Alternatively, your organization might use VPNs for employees and grant narrowly defined access 
via the Safe-T SDP gateway to contractors and partners. SDP/ZTNA can be configured to enhance a 
company’s VPN system or replace it partially or entirely. 

The strategy described in this document describes how your organization can use a legacy VPN 
for employees. Contractors and partners need only narrowly defined access and sometimes only 
temporarily. SDP/ZTNA access to applications and data can be an ideal solution for managing secure 
access for contractors and partners.

Continuous
Authentication

"Trust nothing - Always Verify" is based on three key concepts:

Least Access
Privilege
Strategy

Strictly
Monitor & Enforce



Safe-T’s comprehensive Operational and Security suite for implementing
Zero-Trust Network Access (ZTNA) in the PAO suite includes:

ZoneZero SDP
Creates secure and transparent access workflows for any application, service, and database. 
Users must be successfully authenticated for a specific application before there is any visibility
or access to that back-end service.

ZoneZero MFA
Integrates multifactor authentication and identity awareness into access scenarios for web
and legacy non-web applications.

ZoneZero VPN
Completely or partially replaces the VPN system. Alternatively, can enhance the legacy VPN
system with application-layer policy, monitoring, and enforcement. 

ZoneZero Reverse Access
Pulls valid requests into the LAN over an outbound connection without opening an incoming
port on the internal LAN firewall. Incoming user requests are handled by Safe-T’s Access
Gateway and Access Controller. 

Safe-T implements micro-segmentation
using a patented reverse access technology:
Pat. https://www.Safe-T.com/the-Safe-T/.
 

To find out how ZoneZero can help your organization safely and securely implement
at BYOD policy, contact info@safe-t.com

Safe-T Cyber Defense 
Awards
Safe-T Won 1st place in 2021
in two cyber defense categories.

Access Control Hot Company

Micro-segmentation Best Product


